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/**
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R
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* @author vyang feng wu
* @version V1.0.0
* @date 2019/12/15
* @brief

T

T

*/
#define MQTTCLIENT C //MIREFZENL
lude "mgtt msg.h"

1iclude "string.h"
#include "stm32f10x.h"

5
F

#define MQTT MAX FIXED HEADER SIZE 3
uintlé t mgtt message id = O;

enum mgtt connect flag

i
MOTT CONWECT FLAG USERNAME = 1 << 7,
MOTT CONWNECT FLAG PASSWORD = 1 << &,
MOTT CONWNECT FLAG WILL RETAIN = 1 << 5,
MOTT CONNECT FLAG WILL = 1 << 2,
MOTT CONWNECT FLAG CLEAN SESSION = 1 << 1

¥

//__attribute ((_ packed ))

Kk Ak kA A kA Ak kA hkhk Ak kA kA hhk kA hkhk Ak kA kA hhk kA k kA khkhkhkhkhkdhkkhhkhk Ak hkhkrhkhkrhkhkrhkhkhkhhhkxkkx

* @auth
* @vers
* @date

* @brie

or vyang feng wu

ion V1.0.0
2019/12/15

£
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*/

#define MQTTCLIENT C_//HISSEEN


javascript:void(0);

#include "mgtt msg.h"
#include "string.h"

#include "stm32f10x.h"

#define MQTT MAX FIXED HEADER SIZE 3

uintl6é_t mgtt message_id = 0;

enum mgtt connect_ flag
{
MQTT_ CONNECT_FLAG_USERNAME = 1 << 7,
MQTT CONNECT FLAG PASSWORD = 1 << 6,
MOTT CONNECT FLAG WILL RETAIN = 1 << 5,
MQTT CONNECT FLAG WILL = 1 << 2,
MQTT CONNECT FLAG_CLEAN_ SESSION = 1 << 1
i
//__attribute ((__packed_ ))
struct mgtt connect variable header
{
uint8 t lengthMsb;
uint8_t lengthLsb;
uint8_t magic([4];
uint8 t version;
uint8 t flags;
uint8_t keepaliveMsb;

uint8 t keepalivelLsb;

int mgtt get type(unsigned char* buffer) { return (buffer[0] & 0xf0) >> 4; }
int mgtt get connect ret code(unsigned char* buffer) { return (buffer(3]); }

int mgtt get gos(unsigned char* buffer) { return (buffer[0] & 0x06) >> 1; }

int append string(int *length,unsigned char* buffer,int buffer length,unsign

if ((*length) + len + 2 > buffer length)//flL ClientID F1 iBR ClientIDMEY(F

return -1;

buffer[ (*length)++] = len >> 8;

buffer[ (*length)++] = len & Oxff;

c _memcpy (buffer + (*length), string, len);
(*length) += len;

return len + 2;

uintl6_t append message id(int *length,unsigned char* buffer,int buffer leng
{
// If message_id is zero then we should assign one, otherwise
// we'll use the one supplied by the caller
while (message id == 0)

message id = ++mgtt message id;

if ((*length) + 2 > buffer length)

return 0;

buffer[ (*length)++] = message id >> 8;

buffer[ (*length)++] = message id & 0xff;



return message_ id;

int fini message (unsigned char **data ptr,int length,unsigned char* buffer

{
int remaining length = length - MQTT MAX FIXED HEADER SIZE;

if (remaining length > 127)
{

buffer[0] = ((type & 0x0f) << 4) | ((dup & 1) << 3) | ((gos & 3) << 1)
buffer[1l] = 0x80 | (remaining length % 128);
buffer[2] = remaining length / 128;

length = remaining length + 3;
*data ptr = buffer;

else

{
buffer[1l] = ((type & 0x0f) << 4) | ((dup & 1) << 3) | ((gos & 3) << 1) |
buffer[2] = remaining_ length;

length = remaining length + 2;
*data ptr = buffer + 1;

return length;

uintl6é t mgtt get id(unsigned char* buffer, uintl6 t length)
{
if (length < 1)

return 0;

switch (mgtt get type (buffer)
{
case MQTT MSG TYPE PUBLISH:
{
int i;

int topiclen;

for(i = 1; 1 < length; ++i)
{
if ((buffer[i] & 0x80) == 0)
{
++i;

break;

if(i + 2 >= length)
return 0;
topiclen = buffer[i++] << 8;

topiclen |= buffer[i++];

if (i + topiclen >= length)
return 0;

i += topiclen;

if (mgtt _get gos (buffer) > 0)
{
if(i + 2 >= length)



return 0;
//1i += 2;
} else {
return O;
}
return (buffer[i] << 8) | buffer[i + 1];

case MQTT MSG TYPE PUBACK:
case MQTT MSG_TYPE_PUBREC:
case MQTT MSG TYPE PUBREL:
case MQTT_MSG_TYPE_PUBCOMP:
case MQTT MSG TYPE SUBACK:
case MQTT MSG_TYPE_ UNSUBACK:

case MQTT MSG TYPE SUBSCRIBE:

// This requires the remaining length to be encoded in 1 byte,
// which it should be.
if (length >= 4 && (buffer[l] & 0x80) == 0)

return (buffer[2] << 8) buffer[3];

else

return 0;

default:

return 0;

J*x
* Gbrief  FREWMOTTIRERHIERKE (FiE1M2F T RHEIEIIKE)
* @param  buffer  MOTTIREIRIHGEE MU
* @param length IREIRIEERNEL
* @retval HIEKE
* @warning None
* @example
*% )
int mgtt_get_total length(unsigned char* buffer, uintl6_t length)
{
int 1i;

int totlen = 0;

for(i = 1; i < length; ++1i)
{
totlen += (buffer[i] & O0x7f) << (7 * (i - 1));
if ((buffer[i] & 0x80) == 0)
{
++i;

break;

}

totlen += 1i;

return totlen;

/**
* @brief  FTEIEEMOTTIES



*

@param  info MOTTIER
@param data ptr FJEAIEUESMBLE
@param buffer FIEHAVEERE
@param  buffer length HEKE
@retval HUEKE

@warning None

@example

*% /

int mgtt msg connect (mgtt connect info t* info,unsigned char **data ptr,unsig

{

int length;

struct mgtt connect variable header* variable header;

mgtt message id = 0;

length = MQTT_MAX FIXED_HFEADER SIZE;//3k.JERBIN, $UE MM (IRATF 12750

if (length + sizeof (*variable header) > buffer length)//FEARBEFIEN

return 0;

variable header = (void*) (buffer + length);//iBEANBIXNMEAEENTE
length += sizeof (*variable header);//fFfifiSe EERSEEY, BNUE NS, RASANEL, hRAE

0; //IRABIRNEEAL
4; / I IRABIRNEUENL

c _memcpy (variable header->magic, "MQTT", 4);//HRAZFRMOTT

variable header->lengthMsb

variable header->lengthLsb

variable header->version = 4; //RES
variable header->flags = 0;//fGE=®
variable header->keepaliveMsb = info->keepalive >> 8; / /1B RTIE]

variable header->keepaliveLsb = info->keepalive & 0xff;//ILBEATE]

if (info->clean session) //iBRIEZEER

variable header->flags |= MQTT CONNECT FLAG CLEAN_ SESSION;

if (info->client id != NULL && info->client id[0] != '\0')//client id
{
if (append string(&length,buffer,buffer length, info->client id, c_strlen(
return -1;//#EEABRAG. ..
}

else

return -2;//i88iR&Eclient id

if (info->will topic != NULL && info->will topic[0] != '\0')//i&IE
{
if (append string(&length,buffer,buffer length , info->will topic, c_ strle

return -3;

if (append string(&length,buffer,buffer length , info->will message, c_str

return -4;

variable header->flags |= MQTT CONNECT FLAG WILL;//HE&EIE
if (info->will retain)//IRIBEEBEEIRSEHRE

variable header->flags |= MQTT CONNECT FLAG WILL RETAIN;//{REBIRIE
variable header->flags |= (info->will gos & 3) << 3;//BBHEEER

if (info->username != NULL && info->username[0] != '\0')//username

{
if (append_string(&length,buffer,buffer length, info->username, c_strlen(i

return -5;

variable header->flags |= MQTT CONNECT FLAG_USERNAME;//BFEF#&



if (info->password != NULL && info->password[0] != '\0')//password
{
if (append_string(&length,buffer,buffer length, info->password, c_strlen(i

return -6;

variable header->flags |= MQTT CONNECT FLAG PASSWORD;//BXH5

return fini message(data ptr,length, buffer, MQTT MSG TYPE CONNECT, 0, 0, O

/**
* ebrief FIRTEEER bvoTT
* @param FRS5ERRMEIRVEE
* @param
* @retval 0 JERERLID
* @example
**/
int mgtt msg connect ack(unsigned char *buff)
{
if (mgtt _get type(buff) == MQTT MSG TYPE CONNACK)
{
return mgtt get connect ret code (buff);
}

return -1;

) x
* @brief WrFFiERE
* @param data ptr FEREIEEMELE
* @param buffer  FJTEHAIEE
* @param buffer length FUAKE
* Qretval HUBKE
* @warning None
* @example
**/
int mgtt msg disconnect (unsigned char **data ptr,unsigned char* buffer,int bu
{
int length;
length = MQTT MAX FIXED HEADER SIZE;
return fini message(data ptr,length, buffer, MQTT MSG TYPE DISCONNECT, 0, O

Jx*
* @orief  iJFIEM

* @param topic 1TIFR9ERR

* @param qos HEER

* @param data_ptr FBIEIESMEIE

* @param buffer  FTEHAVEAE

* @param  buffer length FEKE

* @retval HUEKE

* @warning None

* @example

* )

int mgtt _msg subscribe topic(unsigned char* topic, int gos,unsigned char **da

{



int length;

length = MQTT MAX FIXED HEADER SIZE;

if (topic == NULL || topic[0] == '\0")

return -1;

if ((mgtt _message id = append message id(&length, buffer, buffer length,

return -2;

if (append_string(&length, buffer, buffer length, topic, c_strlen(topic))

return -3;

if (length + 1 > buffer length)
return -4;

buffer[length++] = gos;

return fini message(data ptr,length, buffer, MQTT MSG TYPE SUBSCRIBE,

Jxx
* @brief FIMTRERINTIE

* @param buffer [RSESREIFEIRE

* @param length [REZIREINEUEKE
* @Qretval 0:pfI1 1:%W

* @example

**/

int mgtt _msg subscribe ack(unsigned char* buffer, uintl6_t length)

{

if (mgtt_get type (buffer) == MQTT MSG TYPE_ SUBACK)

{
if (mgtt_get id(buffer, length)
{

return 0;

return 1;

else

return 1;

/**
* Q@brief RER
* @param topic F&

* @param data HE
* @param data length HEKE
* @param gos HEER

* @param retain EEEBREEE
* @param data_ptr FTEIAGEUESIbILE
* @param buffer  FTEHAIEAE

* @param  buffer length FEKE
* @retval FIRKE

* @warning None

* @example

**/

mgtt message_id)

0,

0



int mgtt msg publish(unsigned char* topic,unsigned char* date, int data leng
{

int length;

length = MQTT MAX FIXED HEADER SIZE;

if (topic == NULL || topic[0] == '\0")

return -1;

if (append string(&length, buffer, buffer length, topic, strlen(topic)) < 0)

return -2;

if (gos > 0)
{
if ((mgtt_message_id = append message id(&length, buffer, buffer length,
return -3;
}
else

mgtt message id = 0;

if (length + data_ length > buffer length)
return -4;

memcpy (buffer + length, date, data length);

length += data_length;

return fini message(data ptr,length, buffer, MQTT MSG TYPE PUBLISH, 0, gos,

int mgtt msg puback(uintl6 t message id,unsigned char **data ptr,unsigned cha
{
int length;
length = MQTT MAX FIXED HEADER SIZE;
if (append message id(&length, buffer, buffer length,message id) == 0)
return -1;

return fini message(data ptr,length, buffer, MQTT MSG TYPE PUBACK, 0, 0, 0)

int mgtt _msg pubrec(uintl6_t message_id,unsigned char **data ptr,unsigned cha
{
int length;
length = MQTT MAX FIXED HEADER SIZE;
if (append message_id(&length, buffer, buffer length,message_id) == 0)
return -1;

return fini message(data ptr,length, buffer, MQTT MSG_TYPE PUBREC, 0, 0, 0)

int mgtt msg pubrel (uintl6_t message id,unsigned char **data ptr,unsigned cha
{
int length;
length = MQTT MAX FIXED HEADER SIZE;

if (append message id(&length, buffer, buffer length,message id) == 0)
return -1;

return fini message(data ptr,length, buffer, MQTT MSG TYPE PUBREL, 0, 1, 0)

int mgtt msg pubcomp (uintl6_t message id,unsigned char **data ptr,unsigned ch

{



int length;

length = MQTT MAX FIXED HEADER SIZE;

if (append message_ id(&length, buffer, buffer length,message_id) == 0)

return -1;

return fini message(data ptr,length, buffer, MQTT MSG TYPE PUBCOMP, 0, O,

const

int
int

int

char* mgtt get publish topic(unsigned char* buffer, uintl6 t* length)

i;
totlen = 0;

topiclen;

for(i = 1; i < *length; ++i)

{

totlen += (buffer[i] & 0x7f) << (7 * (i -1));
if ((buffer[i] & 0x80) == 0)

{

}

++1i;

break;

totlen += i;

if(i + 2 >= *length)

return NULL;

topiclen = buffer[i++] << 8;

topiclen |= buffer[i++];

if(i + topiclen > *length)

return NULL;

*length = topiclen;

return (const char*) (buffer + i);

const

{

int
int
int

int

char* mgtt get publish data(unsigned char*

iz
totlen = 0;
topiclen;

blength = *length;

*length = 0;

for(i = 1; i < blength; ++i)

{

totlen += (buffer[i] & O0x7f) << (7 * (1 - 1));

if ((buffer[i] & 0x80) == 0)

{

}

++i;

break;

totlen += i;

if(i + 2 >= blength)

return NULL;

topiclen = buffer[i++] << 8;

topiclen |= buffer[i++];

buffer, uintl6 t* length)

’

0



if(i + topiclen >= blength)
return NULL;

i += topiclen;

if (mgtt_get gos (buffer) > 0)
{
if(i + 2 >= blength)
return NULL;

i += 2;

if (totlen < 1)

return NULL;

if (totlen <= blength)
*length = totlen - i;
else

*length = blength - i;

return (const char*) (buffer + 1i);

/**
* @brief  FTEIRSEHRREAVOBYEEIE FARE)
* @param data ptr FTERVEEIEEMEIE
* @param buffer  FTEHAIEE
* @param buffer length HEKE
* @Qretval HUBEKE
* @warning None
* @example
* )
int mgtt msg pingresp(unsigned char **data ptr,unsigned char* buffer,int buff
{
int length;
length = MQTT MAX FIXED HEADER SIZE;
return fini message(data ptr,length, buffer, MQTT MSG TYPE PINGRESP, 0, O,

JHx
* @brief IRENRIXAIRSHAVOBLEEERE
* @param data_ptr FBIEIESMEIE
* @param buffer  FTEHAOEAE
* @param  buffer length FEKE
* Qretval HUEKE
* @warning None
* @example
* )
int mgtt msg pingreq(unsigned char **data ptr,unsigned char* buffer,int buffe
{
int length;
length = MQTT MAX FIXED HEADER SIZE;

return fini message(data ptr,length, buffer, MQTT MSG TYPE PINGREQ, 0, 0, 0

i
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#ifndef MQTTCLIENT H
#define MQTTCLIENT H

#ifndef MQTTCLIENT C_//HISSEEN
#define MQTTCLIENT Cx extern
#else

#define MQTTCLIENT Cx

#endif

#include "string.h"

#include "stm32f10x.h"

#define c memcpy memcpy
#define c_memset memset

#define c_strlen strlen

enum mgtt message type

{
MQTT MSG TYPE_ CONNECT = 1,
MQTT MSG TYPE CONNACK = 2,
MQTT MSG TYPE PUBLISH = 3,
MQTT MSG TYPE PUBACK = 4,

MOTT MSG_TYPE PUBREC =

I
w
~

MQTT MSG TYPE PUBREL

I
[e2}

MQTT MSG_TYPE PUBCOMP = 7,

MQTT MSG TYPE SUBSCRIBE = 8§,

MQTT MSG TYPE SUBACK = 9,

MQTT MSG_TYPE UNSUBSCRIBE = 10,

MQTT MSG TYPE UNSUBACK = 11,

MOTT MSG_TYPE PINGREQ = 12,

MQTT MSG _TYPE PINGRESP = 13,

MOTT MSG_TYPE DISCONNECT = 14
bi

enum mgtt connack return code

{

MOTT CONN FAIL SERVER NOT FOUND = -5,
MOTT CONN_FAIL NOT A CONNACK MSG = -4,
MQOTT CONN_FAIL DNS = -3,

MOTT CONN_FAIL TIMEOUT RECEIVING = -2,
MQOTT CONN_FAIL TIMEOUT SENDING = -1,

MOTT CONNACK ACCEPTED = 0,

MQOTT CONNACK_REFUSED_PROTOCOL VER = 1,

MOTT CONNACK REFUSED ID REJECTED = 2,

MOTT CONNACK_REFUSED SERVER UNAVAILABLE = 3,
MOTT CONNACK REFUSED BAD USER OR PASS = 4,

MQTT_CONNACK_REFUSED NOT_ AUTHORIZED = 5

/ [ EERMOTTIES

typedef struct mgtt connect info

{
unsigned char* client id;
unsigned char* username;
unsigned char* password;

unsigned char* will topic;



unsigned char* will message;
int keepalive;

int will gos;

int will retain;

int clean_session;

} mgtt connect info t;

int mgtt_get type (unsigned char* buffer);
int mgtt get connect ret code(unsigned char* buffer);
int mgtt get gos(unsigned char* buffer);

uintl6é t mgtt get id(unsigned char* buffer, uintl6é t length);

int mgtt msg connect (mgtt connect info t* info,unsigned char **data ptr,unsig
int mgtt msg connect ack(unsigned char *buff);

int mgtt msg subscribe topic(unsigned char* topic, int gos,unsigned char **da
int mgtt_msg_subscribe_ack (unsigned char* buffer, uintl6_t length);

int mgtt msg publish(unsigned char* topic,unsigned char* date, int data lengt
int mgtt get total length(unsigned char* buffer, uintl6é t length);

int mgtt_msg puback(uintl6_t message_id,unsigned char **data ptr,unsigned cha
int mgtt msg pubrel (uintl6_ t message id,unsigned char **data ptr,unsigned cha
int mgtt msg pubrec(uintl6_t message_ id,unsigned char **data ptr,unsigned cha

int mgtt msg pubcomp (uintl6 t message id,unsigned char **data ptr,unsigned ch

const char* mgtt get publish topic(unsigned char* buffer, uintl6 t* length);

const char* mgtt get publish data(unsigned char* buffer, uintl6_t* length);

int mgtt _msg pingreq(unsigned char **data_ ptr,unsigned char* buffer,int buffe

#endif

iy
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/**
* @brief JEHEARSSERAVITELEREL
* @param

* @retval
* @example

**/

int ConnectMgtt (char *ClientID,char *Username,char *Password)

{

int ClientIDLen = strlen(ClientID);

int Usernamelen = strlen (Username) ;

int PasswordLen = strlen (Password);

int Datalen = 0;

int Index = 2;

int i = 0;

Datalen = 12 + 2+2+ClientIDLen+UsernamelLen+PasswordLen;
MgttSendData[0] = 0x10; //MQTT Message Type CONNECT
MgttSendData[l] = DatalLen; / /RIRKE (AEIEEELED)
MgttSendData[Index++] = 0; // Protocol Name Length MSB
MgttSendData[Index++] = 4; // Protocol Name Length LSB
MgttSendData[Index++] = 'M'; // ASCII Code for M
MgttSendData[Index++] = 'Q'; // ASCII Code for Q
MgttSendData[Index++] = 'T'; // ASCII Code for T
MgttSendData[Index++] = 'T'; // ASCII Code for T
MgttSendData[Index++] = 4; // MQTT Protocol version = 4
MgttSendData[Index++] = 0xc2; // conn flags
MgttSendData[Index++] = 0; // Keep-alive Time Length MSB
MgttSendData[Index++] = 60; // Keep-alive Time Length LSB 60S/I Mkt

MgttSendData [Index++]

MgttSendData[Index++]

for (i 0; 1 < ClientIDLen;

{

MgttSendData[Index + 1i]
}

Index

Index + ClientIDLen;

if (UsernameLen > 0)

{

MgttSendData [Index++]

MgttSendData[Index++]
for(i = 0;

{

MgttSendData[Index + 1i]

}

Index

if (PasswordLen > 0)

{

Oxff&ClientIDLen;

i < Usernamelen ;

(0xff00&ClientIDLen)>>8;// Client ID length MSB

// Client ID length LSB

it++)

ClientID[i];

(0xff00&Usernamelen) >>8; //username length MSB
Oxff&Usernamelen; //username length LSB
i++)

Username[i];

Index + Usernamelen;
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MgttSendData[Index++] = (0xff00&PasswordLen)>>8;//password length MSB

MgttSendData[Index++] = Oxff&PasswordLen; //password length LSB
for(i = 0; i < PasswordLen ; i++)
{
MgttSendData[Index + i] = Password[i];
}
Index = Index + PasswordLen;
}
return Index;
}
>
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EE)
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3.1.2.3 Connect Flags

The Connect Flags byte contains a number of parameters specifying the behavior of the MQTT connection. It also indicates the presence or

Figure 3.4 - Connect Flag bits

Bit 7 6 5 4 3 2 1 0
| | gl 0] :q _<p
User Name Password Will Retain Will QoS Will Flag Clean Reserved
Flag Flag Session
byte & X X X x | x X X 0

The Server MUST validate that the reserved flag in the CONNECT Control Packet is setto zero and disconnect the Client if it is not zero [MC
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3.2.2.3 Connect Return code
Byte 2 in the Variable header.

The values for the one byte unsigned Connect Return code field are listed in Table 3.1 — Cennect Return code values. If a well formed CONNECT Pack:
appropriate non-zero Cennect return code from this table. If a server sends a CONNACK packet containing a nen-zero return code it MUST then close th

Table 3.1 — Connect Return code values

Value Return Code Response Description
0 0x00 Connection Accepted Connection accepted
1 0x01 Connection Refused, unacceptable protocol | The Server does not support the level of the
version MQTT protocel requested by the Client
2 0x02 Cennection Refused, identifier rejected The Client identifier is correct UTF-8 but not
allowed by the Server
3 0x03 Connection Refused, Server unavailable The Network Connection has been made but the
MQTT service is unavailable
4 0x04 Connection Refused, bad user name or The data in the user name or password is
password malformed
5 0x05 Connection Refused, not authorized The Client is not authorized to connect
6-255 Reserved for future use

A I 50
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/**

* @brief
* @param
* @param
* @param

* @param

* @retval

* @example

*% /

MOTTIT )/ BGHIT PR TR ERAL

SendData
topic EE%E
qos BEER

whether 1T/ BGET SiERE

int MgttSubscribeTopic (char *topic,u8 gos,u8 whether)

{

int topiclen = strlen(topic);

int i=0,index = 0;
if (whether)

MgttSendData[index++] = 0x82; //0x82 //iHEZEEY
else

MgttSendData[index++] = 0xA2; //0xn2 BGHEITE
MgttSendData[index++] = topiclen + 5; / /RISREKE (FEEEREL
MgttSendData[index++] = 0; / /BEFRRE, B
MgttSendData[index++] = 0x01; / / EBARRRT, (&AL
MgttSendData[index++] = (0xff00stopiclen)>>8; // EBKE (BffER, J TS
MgttSendData[index++] = Oxffgtopiclen; /| EFKE

for

{

(i = 0;1 < topiclen; i++)

MgttSendData[index + i] = topic[i];

}

index = index + topiclen;

if (whether)

{

MgttSendData[index] = qos;//QoSZF!

index++;

}

return index;
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/**

* Rbrief MOTTARIEUIEIIEEE

* @param mgtt message

* @param topic F&
* @param gos HEER

* @retval

* @example

**/
int

{

MgttPublishData (char * topic, char * message, u8 gos)

int topic length = strlen(topic);
int message length = strlen (message);
int i,index=0;

static ulé id=0;

MgttSendData[index++] = 0x30; // MQTT Message Type PUBLISH 30: BB
if (gos)

MgttSendData[index++] = 2 + topic_length + 2 + message_length;//%ﬂ#?f&
else

MgttSendData[index++] = 2 + topic_length + message_ length; // Remai
MgttSendData[index++] = (0xff00&topic length)>>8;//EFKE
MgttSendData[index++] = Oxffs&topic_ length;

for(i = 0; i < topic_length; i++)
{
MgttSendDatalindex + i] = topic[i];//#ENEH
}
index += topic_length;

if (gos)

{
MgttSendData[index++] = (0xff00&id)>>8;
MgttSendData[index++] = Oxffe&id;
id++;

}

for(i = 0; 1 < message_length; i++)

MgttSendDatalindex + i] = message([i];//¥ENEIE
}

index += message_length;

return index;
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%% -type rule() :: {allow, all} |

%% {allow, who(), access(), list(topic())} |
%% {deny, all} |

%% {deny, who(), access(), list(topic())}.
%%

b e e

{allow, {user, "dashboard"}, subscribe, ["$SYS/#"]}.

{allow, {ipaddr, "127.0.0.1"}, pubsub, ["ESYS/#", "#"]}.

{deny, all, subscribe, ["$SYS/#", {eq, "#"}]}.
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3.3 PUBLISH - Publish message

A PUBLISH Control Packet is sent from a Client to a Server or from Server to a Client to transport an Applica

3.3.1 Fixed header
Figure 3.10 — PUBLISH Packet fixed header illustrates the fixed header format:

Figure 3.10 — PUBLISH Packet fixed header
Bit T s | 5 | a 3 N 0
byte 1 MQTT Control Packet type (3) DUP flag QoS level RETAIN
o | o | 1 ] X x | x X
byte 2 Refnaining Length
3.3.1.1 DUP

Position: byte 1, bit 3.
If the DUP flag is set to 0, it indicates that this is the first occasion that the Client or Server has attempted to

The DUP flag MUST be set to 1 by the Client or Server when it attempts to re-deliver a PUBLISH Packet [IM(

The value of the DUP flag from an incoming PUBLISH packet is not propagated when the PUBLISH Packet

_____

Non normative comment
The recipient of a Control Packet that contains the DUP flag set to 1 cannot assume that it has seen
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3.2.3 Payload
The CONMNACK Packet has no payload.

3.3 PUBLISH - Publish message

A PUBLISH Control Packet is sent from a Client to a Server or from Server to a Client to transport an Applice

3.3.1 Fixed header
Figure 3.10 — PUBLISH Packet fixed header illustrates the fixed header format:

Figure 3.10 — PUBLISH Packet fixed header
Bit 7| s | 5 | 4 3 EE 0
byte 1 MQTT Control Packet type (3) DUP flag QoS level RETAIN
o | o | 1 | X x | x X
byte 2 Remaining Length
3.3.1.1 DUP

Position: byte 1, bit 3.
If the DUP flag is set to 0, it indicates that this is the first occasion that the Client or Server has attempted to

The DUP flag MUST be set to 1 by the Client or Server when it attempts to re-deliver a PUBLISH Packet [

The value of the DUP flag from an incoming PUBLISH packet is not propagated when the PUBLISH Packet
packet is a retransmission [MQTT-3.3.1-3].
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